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Summary
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Specifications

Packages required: system, ppp (optional)
License required: level1
Home menu level: /snmp
Standards and Technologies: SNMP (RFC 1157)
Hardware usage: Not significant

Related Documents

•

•

Additional Documents

•

•

•

SNMP Setup

Home menu level: /snmp

Description

Property Description

enabled (yes | no) - whether the SNMP service is enabled

contact (text; default: "") - contact information for the NMS

location (text; default: "") - location information for the NMS

Example

[admin@MikroTik] snmp> set contact="admin@riga-2" location="3rd floor" enabled="yes"
[admin@MikroTik] snmp> print

enabled: yes
contact: admin@riga-2
location: 3rd floor

[admin@MikroTik] snmp>
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SNMP Communities

Home menu level: /snmp community

Description

public

Property Description

name (name) - community name

address (IP address/mask; default: 0.0.0.0/0) - allow requests only from these addresses
• 0.0.0.0/0 - allow access for any address

read-access (yes | no; default: yes) - whether the read access is enabled for the community

Example

[admin@MikroTik] snmp community> print
# NAME ADDRESS READ-ACCESS
0 public 0.0.0.0/0 yes

[admin@MikroTik] snmp community>

public

[admin@MikroTik] snmp community> set 0 read-access=no
[admin@MikroTik] snmp community> print
# NAME ADDRESS READ-ACCESS
0 public 0.0.0.0/0 no

[admin@MikroTik] snmp community>

communa 159.148.116.0/24

[admin@MikroTik] snmp community> add name=communa address=159.148.116.0/24
[admin@MikroTik] snmp community> print
# NAME ADDRESS READ-ACCESS
0 public 0.0.0.0/0 no
1 communa 159.148.116.0/24 no

[admin@MikroTik] snmp community>

Available OIDs

Description
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•
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Example

print oid /system resource

[admin@motors] system resource> print oid
uptime: .1.3.6.1.2.1.1.3.0

total-hdd-space: .1.3.6.1.2.1.25.2.3.1.5.1
used-hdd-space: .1.3.6.1.2.1.25.2.3.1.6.1

total-memory: .1.3.6.1.2.1.25.2.3.1.5.2
used-memory: .1.3.6.1.2.1.25.2.3.1.6.2

cpu-load: .1.3.6.1.2.1.25.3.3.1.2.1
[admin@motors] system resource>

Available MIBs

Description

RFC1493
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RFC2863

RFC1213
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RFC2011

RFC2096
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Note

RFC1213

RFC2790

CISCO-AAA-SESSION-MIB

Note ppp ppp hotspot

RFC2863
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RFC2790

Tools for SNMP Data Collection and Analysis

Description

An example of using MRTG with MikroTik SNMP

######################################################################
# Multi Router Traffic Grapher -- Sample Configuration File
######################################################################
# This file is for use with mrtg-2.5.4c

# Global configuration
WorkDir: /var/www/mrtg
WriteExpires: Yes

RunAsDaemon: Yes
Interval: 6
Refresh: 300

######################################################################
# System: RouterBOARD
# Description: RouterOS v2.9
# Contact: support@mikrotik.com
# Location: Mikrotik main office
######################################################################

### Interface 'RemOffice'

Target[RouterBOARD]: 1.3.6.1.2.1.2.2.1.10.8&1.3.6.1.2.1.2.2.1.16.8:public@1.1.1.3
#SetEnv[RouterBOARD]: MRTG_INT_IP="1.1.1.3" MRTG_INT_DESCR="ether1"
MaxBytes[RouterBOARD]: 1250000
Title[RouterBOARD]: Traffic Analysis for RouterBOARD(1)
PageTop[RouterBOARD]: <H1>Traffic Analysis for RouterBOARD(1)</H1>
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<TABLE>
<TR>
<TD>System:</TD> <TD>RouterBOARD</TD>

</TR>
<TR>

<TD>Maintainer:</TD> <TD>MicroTik Support</TD>
</TR>

<TR>
<TD>Description:</TD><TD>An Embedded Board</TD>

</TR>
<TR>

<TD>ifType:</TD> <TD>ethernetCSMACD(6)</TD>
</TR>
<TR>

<TD>ifName:</TD> <TD>RemOffice</TD>
</TR>
<TR>

<TD>Max Speed:</TD> <TD>1250.0 kBytes/s</TD>
</TR>
<TR>

<TD>IP:</TD> <TD>10.10.2.1</TD>
</TR>

</TABLE>

### Queue 'queue1'

Target[RouterBOARD_queue]:
1.3.6.1.4.1.14988.1.1.2.1.1.8.1&1.3.6.1.4.1.14988.1.1.2.1.1.9.1:public@1.1.1.3
#SetEnv[RouterBOARD_queue]: MRTG_INT_IP="1.1.1.3" MRTG_INT_DESCR="ether1"
MaxBytes[RouterBOARD_queue]: 100000
Title[RouterBOARD_queue]: Traffic Analysis for RouterBOARD(1_1)
PageTop[RouterBOARD_queue]: <H1>Traffic Analysis for RouterBOARD(1_1)</H1>

<TABLE>
<TR>
<TD>System:</TD> <TD>RouterBOARD</TD>

</TR>
<TR>

<TD>Maintainer:</TD> <TD>MicroTik Support</TD>
</TR>

<TR>
<TD>Description:</TD><TD>An Embedded Board</TD>

</TR>
<TR>

<TD>ifType:</TD> <TD>ethernetCSMACD(6)</TD>
</TR>
<TR>

<TD>ifName:</TD> <TD>RemOffice</TD>
</TR>

<TR>
<TD>queueName:</TD> <TD>queue1</TD>

</TR>
<TR>

<TD>Max Speed:</TD> <TD>64.0 kBytes/s</TD>
</TR>
<TR>

<TD>IP:</TD> <TD>10.10.2.1</TD>
</TR>

</TABLE>
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