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General Information

Summary

Specifications

Packages required: system
License required: level1
Home menu level: /ip vrrp
Standards and Technologies: VRRP, AH, HMAC-MD5-96 within ESP and AH
Hardware usage: Not significant
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VRRP Routers

Home menu level: /ip vrrp

Description

Property Description

authentication (none | simple | ah; default: none) - authentication method to use for VRRP
advertisement packets

• none - no authentication

• simple - plain text authentication

• ah - Authentication Header using HMAC-MD5-96 algorithm

interface (name) - interface name the instance is running on

interval (integer: 1..255; default: 1) - VRRP update interval in seconds. Defines how frequently the
master of the given cluster sends VRRP advertisement packets

name (name) - assigned name of the VRRP instance
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on-backup (name; default: "") - script to execute when the node switch to backup state

on-master (name; default: "") - script to execute when the node switch to master state

password (text; default: "") - password required for authentication depending on method used can
be ignored (if no authentication used), 8-character long text string (for plain-text authentication) or
16-character long text string (128-bit key required for AH authentication)

preemption-mode (yes | no; default: yes) - whether preemption mode is enabled
• no - a backup node will not be elected to be a master until the current master fail even if the

backup node has higher priority than the current master

• yes - the master node always has the priority

priority (integer: 1..255; default: 100) - priority of the current node (higher values mean higher
priority)

• 255 - RFC requires that the router that owns the IP addresses assigned to this instance had the
priority of 255

vrid (integer: 0..255; default: 1) - Virtual Router Identifier (must be unique on one interface)

Notes

vrid interval preemption-mode authentication
password

/ip vrrp address /ip address

Example

ether1 priority 255 vrid
1

[admin@MikroTik] ip vrrp> add interface=ether1 vrid=1 priority=255
[admin@MikroTik] ip vrrp> print
Flags: X - disabled, I - invalid, M - master, B - backup

0 I name="vr1" interface=ether1 vrid=1 priority=255 interval=1
preemption-mode=yes authentication=none password="" on-backup=""
on-master=""

[admin@MikroTik] ip vrrp>

Virtual IP addresses

Home menu level: /ip vrrp address

Property Description

address (IP address) - IP address belongs to the virtual router

broadcast (IP address) - broadcasting IP address
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interface (name; default: default) - interface, where to put the address on (may be different form
the interface this VRRP instance is running on)

• default - put this address on the interface the given VRRP instane is working on

network (IP address) - IP address of the network

virtual-router (name) - VRRP router's name the address belongs to

Notes

Example

192.168.1.1/24 vr1

[admin@MikroTik] ip vrrp> address add address=192.168.1.1/24 \
\... virtual-router=vr1
[admin@MikroTik] ip vrrp> address print
Flags: X - disabled, A - active
# ADDRESS NETWORK BROADCAST INSTANCE INTERFACE
0 192.168.1.1/24 192.168.1.0 192.168.1.255 vr1 default

[admin@MikroTik] ip vrrp>

A simple example of VRRP fail over

Description
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local

Configuring Master VRRP router

[admin@MikroTik] ip vrrp> add interface=local priority=255
[admin@MikroTik] ip vrrp> print
Flags: X - disabled, I - invalid, M - master, B - backup

0 M name="vr1" interface=local vrid=1 priority=255 interval=1
preemption-mode=yes authentication=none password="" on-backup=""
on-master=""
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[admin@MikroTik] ip vrrp>

[admin@MikroTik] ip vrrp> address add address=192.168.1.1/24 \
\... virtual-router=vr1
[admin@MikroTik] ip vrrp> address print
Flags: X - disabled, A - active
# ADDRESS NETWORK BROADCAST INSTANCE INTERFACE
0 192.168.1.1/24 192.168.1.0 192.168.1.255 vr1 default

[admin@MikroTik] ip vrrp>

/ip address

[admin@MikroTik] ip address> print
Flags: X - disabled, I - invalid, D - dynamic
# ADDRESS NETWORK BROADCAST INTERFACE
0 10.0.0.1/24 10.0.0.0 10.0.0.255 public
1 192.168.1.2/24 192.168.1.0 192.168.1.255 local
2 D 192.168.1.1/24 192.168.1.0 192.168.1.255 local

[admin@MikroTik] ip address>

Configuring Backup VRRP router

100

[admin@MikroTik] ip vrrp> add interface=local
[admin@MikroTik] ip vrrp> print
Flags: X - disabled, I - invalid, M - master, B - backup
0 B name="vr1" interface=local vrid=1 priority=100 interval=1

preemption-mode=yes authentication=none password="" on-backup=""
on-master=""

[admin@MikroTik] ip vrrp>

[admin@MikroTik] ip vrrp> address add address=192.168.1.1/24 \
\... virtual-router=vr1
[admin@MikroTik] ip vrrp> address print
Flags: X - disabled, A - active
# ADDRESS NETWORK BROADCAST INSTANCE INTERFACE
0 192.168.1.1/24 192.168.1.0 192.168.1.255 vr1 default

[admin@MikroTik] ip vrrp>

/ip address

[admin@MikroTik] ip address> print
Flags: X - disabled, I - invalid, D - dynamic
# ADDRESS NETWORK BROADCAST INTERFACE
0 10.1.0.1/24 10.0.0.0 10.0.0.255 public
1 192.168.1.3/24 192.168.1.0 192.168.1.255 local

[admin@MikroTik] ip address>

Testing fail over
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[admin@MikroTik] ip vrrp> print
Flags: X - disabled, I - invalid, M - master, B - backup

0 M name="vr1" interface=local vrid=1 priority=100 interval=1
preemption-mode=yes authentication=none password="" on-backup=""
on-master=""

[admin@MikroTik] ip vrrp> /ip address print
Flags: X - disabled, I - invalid, D - dynamic

# ADDRESS NETWORK BROADCAST INTERFACE
0 10.1.0.1/24 10.0.0.0 10.0.0.255 public
1 192.168.1.3/24 192.168.1.0 192.168.1.255 local
2 D 192.168.1.1/24 192.168.1.0 192.168.1.255 local

[admin@MikroTik] ip vrrp>
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