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Packages required: system
License required: level3
Home menu level: /ip firewall
Standards and Technologies: IP
Hardware usage: Increases with NAT, mangle and filter rules count
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Packet Flow

Description

Public

/ip firewall nat add action=masquerade out-interface=Public chain=srcnat
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prerouting
input forward output postrouting

id est

input interface
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output interface

Bridge Decision

Routed traffic

•
input interface

prerouting input
input input prerouting

•
output

postrouting

•

prerouting forward postrouting

•

prerouting routing recision

Exempli gratia
postrouting

input forward output

Bridged Traffic

prerouting forward
postrouting

Connection Tracking

Home menu level: /ip firewall connection
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Description

state estabilished
new

related

invalid

prerouting output

/ip firewall connection

Property Description

assured (read-only: true | false) - shows whether replay was seen for the last packet matching this
entry

connection-mark (read-only: text) - Connection mark set in mangle

dst-address (read-only: IP address | port) - the destination address and port the connection is
established to

icmp-id (read-only: integer) - contains the ICMP ID. Each ICMP packet gets an ID set to it when it
is sent, and when the receiver gets the ICMP message, it sets the same ID within the new ICMP
message so that the sender will recognize the reply and will be able to connect it with the
appropriate ICMP request

icmp-option (read-only: integer) - the ICMP type and code fields

p2p (read-only: text) - peer to peer protocol

protocol (read-only: text) - IP protocol name or number

reply-dst-address (read-only: IP address | port) - the destination address and port the reply
connection is established to

reply-icmp-id (read-only: integer) - contains the ICMP ID of received packet

reply-icmp-option (read-only: integer) - the ICMP type and code fields of received packet
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reply-src-address (read-only: IP address | port) - the source address and port the reply connection
is established from

src-address (read-only: IP address | port) - the source address and port the connection is
established from

tcp-state (read-only: text) - the state of TCP connection

timeout (read-only: time) - the amount of time until the connection will be timed out

unreplied (read-only: true | false) - shows whether the request was unreplied

Connection Timeouts

Home menu level: /ip firewall connection tracking

Description

Property Description

enable (yes | no; default: yes) - whether to allow or disallow connection tracking

generic-timeout (time; default: 10m) - maximal amount of time connection state table entry that
keeps tracking of packets that are neither TCP nor UDP (for instance GRE) will survive after
having seen last packet matching this entry. Creating PPTP connection this value will be increased
automaticly

icmp-timeout (time; default: 10s) - maximal amount of time connection tracking entry will survive
after having seen ICMP request

max-entries (read-only: integer) - the maximum number of connections the connection state table
can contain, depends on an amount of total memory

tcp-close-timeout (time; default: 10s) - maximal amount of time connection tracking entry will
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survive after having seen connection reset request (RST) or an acknowledgment (ACK) of the
connection termination request from connection release initiator

tcp-close-wait-timeout (time; default: 10s) - maximal amount of time connection tracking entry
will survive after having seen an termination request (FIN) from responder

tcp-established-timeout (time; default: 1d) - maximal amount of time connection tracking entry
will survive after having seen an acknowledgment (ACK) from connection initiator

tcp-fin-wait-timeout (time; default: 10s) - maximal amount of time connection tracking entry will
survive after having seen connection termination request (FIN) from connection release initiator

tcp-syncookie (yes | no; default: no) - enable TCP SYN cookies for connections destined to the
router itself (this may be useful for HotSpot and tunnels)

tcp-syn-received-timeout (time; default: 1m) - maximal amount of time connection tracking entry
will survive after having seen a matching connection request (SYN)

tcp-syn-sent-timeout (time; default: 1m) - maximal amount of time connection tracking entry will
survive after having seen a connection request (SYN) from connection initiator

tcp-time-wait-timeout (time; default: 10s) - maximal amount of time connection tracking entry
will survive after having seen connection termination request (FIN) just after connection request
(SYN) or having seen another termination request (FIN) from connection release initiator

total-entries (read-only: integer) - number of connections currently recorded in the connection
state table

udp-stream-timeout (time; default: 3m) - maximal amount of time connection tracking entry will
survive after replay is seen for the last packet matching this entry (connection tracking entry is
assured). It is used to increase timeout for such connections as H323, VoIP, etc.

udp-timeout (time; default: 10s) - maximal amount of time connection tracking entry will survive
after having seen last packet matching this entry

Notes

•

•

•

•

Service Ports

Home menu level: /ip firewall service-port

Description
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Property Description

name - protocol name

ports (integer) - port range that is used by the protocol (only some helpers need this)

General Firewall Information

Description

ICMP TYPE:CODE values

• • 8:0 - echo request

• 0:0 - echo reply

• • 11:0 - TTL exceeded

• 3:3 - Port unreachable

• • 3:4 - Fragmentation-DF-Set

•

•

•

•
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Type of Service

exempli gratia

• normal - normal service (ToS=0)

• low-cost - minimize monetary cost (ToS=2)

• max-reliability - maximize reliability (ToS=4)

• max-throughput - maximize throughput (ToS=8)

• low-delay - minimize delay (ToS=16)

Peer-to-Peer protocol filtering

p2p

• Fasttrack

• Gnutella

• Gnutella2
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• DirectConnect

• eDonkey

• Soulseek

• BitTorrent

• Blubster

• WPNP

• Warez

Page 10 of 10
Copyright 1999-2006, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.

Other trademarks and registred trademarks mentioned herein are properties of their respective owners.


