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General Information

Summary

Quick Setup Guide

[admin@MikroTik] ip firewall rule forward> add action=drop p2p=all-p2p

Specifications

Packages required: system
License required: level1 (Limited to 1 firewall rule), level3
Home menu level: /ip firewall, /ip firewall mangle, /queue
Hardware usage: Increases with rule count
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Related Documents

•

•

•

Description

• Fasttrack

• Gnutella

• Gnutella2

• DirectConnect

• eDonkey

• Soulseek

• BitTorrent

• Blubster

• WPNP

• Warez

Notes

Connection Tracking /ip firewall connection tracking

Traffic Marking

Home menu level: /ip firewall mangle

Description
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Mangle

Property Description

mark-connection (text; default: "") - change connection mark of the packet to this value

mark-flow (text; default: "") - change flow mark of the packet to this value

p2p (any | all-p2p | bit-torrent | direct-connect | fasttrack | soulseek | blubster | edonkey | gnutella |
warez; default: any) - match Peer-to-Peer (P2P) connections:

• all-p2p - match all known P2P traffic

• any - match any packet (i.e., do not check this property)

Traffic Filtering

Home menu level: /ip firewall

Description

Property Description

action (accept | drop | jump | passthrough | reject | return; default: accept) - ation to undertake if
the packet matches the rule, one of the:

• accept - accept the packet. No action, i.e., the packet is passed through without undertaking any
action, except for mangle, and no more rules are processed in the relevant list/chain

• drop - silently drop the packet (without sending the ICMP reject message)

• jump - jump to the chain specified by the value of the jump-target argument

• passthrough - ignore this rule, except for mangle, go on to the next one. Acts the same way as
a disabled rule, except for ability to count and mangle packets

• reject - reject the packet and send an ICMP reject message

• return - return to the previous chain, from where the jump took place

connection (text; default: "") - connection mark to match. Only connections (including related)
marked in the MANGLE would be matched

flow (text) - flow mark to match. Only packets marked in the MANGLE would be matched

jump-target (name) - name of the target chain, if the action=jump is used

p2p (any | all-p2p | bit-torrent | direct-connect | fasttrack | soulseek | blubster | edonkey | gnutella |
warez; default: any) - match Peer-to-Peer (P2P) connections:

• all-p2p - match all known P2P traffic

• any - match any packet (i.e., do not check this property)

Traffic Limiting

Home menu level: /queue
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Description

Application Examples

Summary

Cumulative Bandwith Limiting

•

[admin@MikroTik] ip firewall rule forward> add p2p=winmx action=accept
src-address=10.0.0.0/24 dst-address=10.0.1.0/24
[admin@MikroTik] ip firewall rule forward> add p2p=winmx action=accept
dst-address=10.0.0.0/24 src-address=10.0.1.0/24

•

[admin@MikroTik] ip firewall rule forward> add p2p=all-p2p action=drop

•

[admin@MikroTik] queue simple> add dst-address=10.0.1.0/24 max-limit=290816/290816

Per Address Queuing

kind=pcq
pcq-rate

•

[admin@MikroTik] ip firewall mangle> add src-address=10.0.0.0/24 mark-flow=p2p-out \
\... p2p=all-p2p action=passthrough
[admin@MikroTik] ip firewall mangle> add dst-address=10.0.0.0/24 mark-flow=p2p-in \
\... p2p=all-p2p action=passthrough
[admin@MikroTik] ip firewall mangle>

• kind=pcq
[admin@MikroTik] queue type> add name="p2p-out" kind=pcq \
\... pcq-rate=65536 pcq-classifier=src-address
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[admin@MikroTik] queue type> add name="p2p-in" kind=pcq pcq-rate=65536 \
\... pcq-classifier=dst-address
[admin@MikroTik] queue type>

•

[admin@MikroTik] queue tree> add name="p2p-in" \
\... parent=global-in flow=p2p-in queue=p2p-in
[admin@MikroTik] queue tree> add name="p2p-out" \
\... parent=global-out flow=p2p-out queue=p2p-out
[admin@MikroTik] queue tree>
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