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Application Examples

Creating many firewall rules

input

:for e from 1 to 100 do={
/ip firewall rule input add \

src-address=(1.1.1. . $e)\
src-netmask=255.255.255.255

}

Getting bandwidth test values

bandwidth-test

/system script add name=bandtest source={
:global i
/tool bandwidth-test 1.1.1.1 \

direction=transmit \
duration=14s \
do={
:if ($status="running") do={

:set i $tx-current
}

}
}

Using comments

10.0.0.217

[admin@MikroTik] ip policy-routing rule> set 0 comment=com
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[admin@MikroTik] system script> add name=gw_1 source={
/ip policy-routing rule set \

[/ip policy-rout find comment=com] \
table=gw1

}
[admin@MikroTik] system script> add name=gw_2 source={

/ip policy-routing rule set \
[/ip policy-rout find comment=com ] \
table=gw2

}
[admin@MikroTik] system script> /tool netwatch
[admin@MikroTik] tool netwatch> add host=10.0.0.217 interval=10s timeout=998ms \
\... up-script=gw_1 down-script=gw_2

Sending files from router

example@example.com

/system script add name=e-backup source={
/system backup save name=email
/tool e-mail send \

to="example@example.com" \
subject=([/system identity get name] . " Backup") \
file=email.backup

}
/system scheduler add interval=7d name="email-backup" on-event=e-backup

Execute script until reboot

/system script add name=loop source={
:while true do={

:log message="example"
:delay 10s
}

}

example

/system script run loop /system
script job remove

A ping-based netwatch

/system script add name=pinging source={
:if ([/ping 1.1.1.1 count=5] = 0) do={

/tool e-mail send \
to=example@example.com \
subject="Can't ping 1.1.1.1"

}
}
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Application Examples

Monitoring DHCP client's address

ether1

/system script add name="changed-address" source={
:if ([/system scheduler get check run-count]<=1) do={

/system script run start-once
}

:global temp
:global b
:set temp $a
:set b [ \

/ip address get \
[/ip address find=interface=ether1] \
address \

]
:if ($temp != $b) do={

/tool e-mail send \
to=example@example.com \
subject="The dynamic IP gets changed"

:set a $b
}

}

/system script add name="start-once" source={
:global a
:set a [ \

/ip address get \
[/ip address find interface=ether1] \
address \

]
}

/system scheduler add name=check interval=1m on-event=changed-address

Monitoring interface status

ether1

:global u
/interface ethernet monitor ether1 once do={
:set u $status
}

:if ($u != "link-ok") do={
:log message="interface ether1 is disconnected"
}

:global u
/interface ethernet monitor ether1 once do={
:set u $status
}

:if ($u != "link-ok") do={
/system reboot
}

•
[admin@MikroTik] system script> add name=eth_stat_to_log source={ /interface
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ethernet monitor ether1 once do={:log \ \... message=("\[My log 001\] :: Eth1

status: " . $status)}}

•
[admin@MikroTik] system scheduler> add interval=1h name="int_to_log" \ \...

on-event=eth_stat_to_log

• System-Info
/system logging facility set System-Info=disk

Watching network performance

/ system script add name="led" source={
:local rx
/interface monitor-traffic ether1 interval=1s do={

:set rx ($received-bits-per-second/1048576)
:if ($rx!=0) do={
:led led2=yes length=((10*$rx) . "ms")
} \

else={
:log message="There is no traffic received on this interface"
}

}
}

Notify on data rate records

/system script add name="record" source={
:global tmp
:global tx
:global rx
:foreach i in [/interface find] do={

/interface monitor-traffic $i once do={
:set tx ($sent-bits-per-second/1048576)
:set rx ($received-bits-per-second/1048576)
:if ([/system scheduler get record run-count]=1) do={

:global ttx
:set ttx $tx
:global trx
:set trx $rx
}

:if ($tx>$ttx) do={
/tool e-mail send \
to=example@example.com \
subject="Script message" \
body=("The transmission traffic on " . \
[/interface get $i name] . " got up to " . $tx . "Mbps")

:set ttx $tx
}

:if ($rx>$trx) do={
/tool e-mail send \
to=example@example.com \
subject="Script message" \
body=("The receiving traffic on " . \
[/interface get $i name] . " got up to " . $rx . "Mbps")
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:set trx $rx
}

}
}

}

Notify on AP change

station

/ system script add name="mail_on_AP_change" source={
:global mac
:foreach i in [/interface wireless find mode=station] do={

/interface wireless monitor $i once do={
:set mac $bssid
:if ([/system scheduler get mail_on_AP_change run-count]=1) do={

:global tmp
:set tmp $mac
:if ($mac!=$tmp) do={
/tool e-mail send \

to=example@example.com \
subject=("AP has changed for the " . \
[/interface wireless get $i name] . " interface") \
body=("Client AP's MAC address has changed to " . $mac

}
}

}
}

}

Application Examples

Description

fail-over

1.

2.

load balancing

1.
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2.

3.

4.

Gateway fail-over

/system script add name=down source={/ip route \
{... set [/ip route find dst-address=0.0.0.0] gateway 3.3.3.1}
/system script add name=up source={/ip route \
{... set [/ip route find dst-address=0.0.0.0] gateway 2.2.2.1}
/tool netwatch add host=2.2.2.2 interval=5s up-script=up down-script=down

Load-balancing 1

/ip route add gateway=1.1.1.1,2.2.2.1

/system script add name=fo source={
:local R1
:local R2
:if ([/tool netwatch get R1 status]=up) do={:set R1 1.1.1.1}
:if ([/tool netwatch get R2 status]=up) do={:set R2 2.2.2.1}
/ip route set [/ip route find dst-address=0.0.0.0/0] \

gateway=($R1 . , . $R2)
}

/tool netwatch add comment=R1 host=1.1.1.1 interval=5s up-script=fo \
down-script=fo

/tool netwatch add comment=R2 host=2.2.2.1 interval=5s up-script=fo \
down-script=fo
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/system script add name=fo source={
:local R1
:local R2
:local R3
:if ([/tool netwatch get R1 status]=up) do={:set R1 1.1.1.1}
:if ([/tool netwatch get R2 status]=up) do={:set R2 2.2.2.1}
:if ([/tool netwatch get R3 status]=up) do={:set R3 3.3.3.1}
/ip route set [/ip route find dst-address=0.0.0.0/0] \

gateway=($R1 . , . $R2 . , . $R3)
}

/tool netwatch add comment=R1 host=1.1.1.1 interval=5s up-script=fo \
down-script=fo

/tool netwatch add comment=R2 host=2.2.2.1 interval=5s up-script=fo \
down-script=fo

/tool netwatch add comment=R3 host=3.3.3.1 interval=5s up-script=fo \
down-script=fo

Load-balancing 2

VRRP Script

:global tmp;:global t;:global iface;:global bool
:set bool 0
:foreach i in [/ip vrrp find backup=yes] do={
/ip vrrp {

:set bool 1
:foreach e in [find master=yes] do={
:set iface [get $e interface]
/interface disable [/inter find name=$iface]
}

}
}

:if ($bool = 0) do={
/ip vrrp {

:foreach e in [find invalid=true] do={
:set iface [get $e interface]
/interface enable [/interf find name=$iface]
}

}
}
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Application Examples

Registration Table Checking

/system script add name=search source={
:if ([/interface wireless reg find mac-address=00:01:02:03:04:05] = 0) do={

:if ([/interface wireless reg find mac-address=AA:AB:AA:AA:AA:AA] = 0) do={
/interface wireless disable [find]
/interface wireless enable [find]

}
}

}

Cleaning up the firewall

:foreach i in [/ip firewall find] do={
/ip firewall rule $i remove [/ip firewall rule $i find]

}
:foreach i in [/ip firewall find] do={

/ip firewall remove $i
}

Converting ARP entries from dynamic to static

ether1

:foreach i in [/ip arp find dynamic=yes interface=ether1] do={
/ip arp add copy-from=$i

}

Night policy

[admin@MikroTik] queue simple> add name=Cust0 interface=public \
\... target-address=192.168.0.0/24 max-limit=64000/64000
[admin@MikroTik] queue simple> /system script
[admin@MikroTik] system script> add name=start_limit source={

/queue simple set Cust0 max-limit=64000/64000
}

[admin@MikroTik] system script> add name=stop_limit source={
/queue simple set Cust0 max-limit=128000/128000
}

[admin@MikroTik] system script> .. scheduler
[admin@MikroTik] system scheduler> add interval=24h name="set-64k" \
\... start-time=9:00:00 on-event=start_limit
[admin@MikroTik] system scheduler> add interval=24h name="set-128k" \
\... start-time=17:00:00 on-event=stop_limit
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[admin@MikroTik] system script> add name=start_limit source={
/queue simple enable [/queue simple find]
}

[admin@MikroTik] system script> add name=stop_limit source={
/queue simple disable [/queue simple find]
}

[admin@MikroTik] system script> .. scheduler
[admin@MikroTik] system scheduler> add interval=24h name="start" \
\... start-time=9:00:00 on-event=start_limit
[admin@MikroTik] system scheduler> add interval=24h name="stop" \
\... start-time=17:00:00 on-event=stop_limit

comment

/ip firewall rule forward add p2p=all-p2p action drop comment=p2p
/system script add name=p2p_disable source={
/ip firewall rule forward {

disable [find comment=p2p]
}

}
/system script add name=p2p_enable source={
/ip firewall rule forward {

enable [find comment=p2p]
}

}
/system scheduler add interval=24h name="enable_p2p" \
start-time=20:00:00 on-event=p2p_enable

/system scheduler add interval=24h name="disable_p2p" \
start-time=7:00:00 on-event=p2p_disable

Managing HotSpot users

/ system script add name="delete_user" source={
:foreach i in [/ip hotspot user find profile=default] do={

:if ([/ip hotspot user get $i limit-uptime]<=[/ip hotspot user get $i \
uptime]) do={
/ip hotspot user remove $i
}

}
}

/ system script add name="expired_user" source={
:foreach i in [/ip hotspot user find] do={

:if ([/ip hotspot user get $i limit-uptime]<=[/ip hotspot user get $i \ uptime])
do={

/tool e-mail send \
to=example@example.com \
subject="Expired user" \
body=("The account for user '" . [ip hotspot user get $i name] . "' \

\... has been expired. Total uptime is " . [/ip hotspot user get $i uptime])
}

}
}

/system script add name="new_user" source={
:foreach a in [/ip hotspot active find] do={

:if ([/ip hotspot active get $a uptime]<1m) do={
/tool e-mail send \

to=example@example.com \
subject=("'" . [/ip hotspot active get $a user] . "' logged in") \
body=("User:" . [/ip hotspot active get $a user] . " Date:" . \
[/system clock get time] . " IP address:" . \
[/ip hotspot active get $a address] . " MAC address:" . \
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[/ip hotspot active get $a mac-address] . " Session timeout:" . \
[/ip hotspot active get $a session-timeout])

}
}

}

Wait for interfaces to disappear

/system script add name=disappear source={
:local cnt
:set cnt 0
:foreach i in [/interface find] do={

:if ([/interface get $i type] = ether) do={
:incr cnt
}

}
:if ($cnt = 2) do={

:if ([/system resource get uptime] > 1m) do={
/system reboot
}

} \
else={
/system scheduler disable [/system scheduler find]
/system sup-output
}

}
/system scheduler add name=sup on-event=disappear interval=1m

Maintaining a Demo user

/ system script add name="demo_user" source={
:global nam
:global temp
:set temp 0
:foreach e in [/user find] do={

:set nam [/user get $e name]
:if ($nam="demo") do={
/user set $e password=""
:incr temp
}

}
:if ($temp=0) do={

/user add name=demo group=demo
}

}

Traffic limiting per amount downloaded

action=passthrough comment=userN N user-count
forward forward
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:local sum; :local traf;
:set sum 0
/ip firewall rule forward {
:foreach i in [find] do={:incr sum}
:for i from=1 to=$sum do={

:set traf [get [find comment=("user" . $i)]
bytes]

:set traf ($traf/1073741824)
:if ($traf>1) do={:log facility=System-Info message=("user" . $i .

" exceeded 1Gb limit!")}
}

}
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