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General Information

Summary

Specifications

Packages required: system
License required: level1
Home menu level: /ip route, /ip policy-routing
Standards and Technologies: IP (RFC 791)
Hardware usage: Not significant

Related Documents
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Description

• Connected Routes

• Static routes

Note

gateway=x.x.x.x,y.y.y.y

Note!
preferred-source

Additional Documents
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Static Routes

Home menu level: /ip route

Property Description
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dst-address (IP address/mask; default: 0.0.0.0/0) - destination address and network mask, where
netmask is number of bits which indicate network number

netmask (IP address) - network mask

gateway (IP address) - gateway host, that can be reached directly through some of the interfaces.
You can specify multiple gateways separated by comma "," for ECMP routes. See more information
on that below

preferred-source (IP address; default: 0.0.0.0) - source address of packets, leaving the router via
this route. Must be a valid address of the router, which is assigned to the router's interface, through
which the packet leaves

• 0.0.0.0 - determined at the time of sending the packet out through the interface

distance (integer; default: 1) - administrative distance of the route. When forwarding a packet, the
router will use the route with the lowest administrative distance and reachable gateway

gateway-state (read-only: r | u) - shows the status of the next hop. Can be r (reachable) or u
(unreachable)

• (unknown) - the gateway cannot be reached directly, or the route has been disabled

Notes

Example

[admin@MikroTik] ip route> add dst-address=192.168.0.0/16 gateway=10.10.10.2
[admin@MikroTik] ip route> add gateway 10.10.10.1
[admin@MikroTik] ip route> print
Flags: X - disabled, I - invalid, D - dynamic, J - rejected,
C - connect, S - static, r - rip, o - ospf, b - bgp

# DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 S 192.168.0.0/16 r 10.10.10.2 1 Local
1 S 0.0.0.0/0 r 10.10.10.1 1 Public
2 DC 10.10.10.0/24 r 0.0.0.0 0 Public

[admin@MikroTik] ip route> print detail
Flags: X - disabled, I - invalid, D - dynamic, J - rejected,
C - connect, S - static, r - rip, o - ospf, b - bgp

0 S dst-address=192.168.0.0/16 preferred-source=0.0.0.0
gateway=10.10.10.2 gateway-state=reachable distance=1
interface=Local

1 S dst-address=0.0.0.0/0 preferred-source=0.0.0.0 gateway=10.10.10.1
gateway-state=reachable distance=1 interface=Public

2 DC dst-address=10.10.10.0/24 preferred-source=10.10.10.1
gateway=0.0.0.0 gateway-state=reachable distance=0 interface=Public

[admin@MikroTik] ip route>

192.168.0.0/16 10.10.10.2 10.10.10.254
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[admin@MikroTik] ip route> set 0 gateway=10.10.10.2,10.10.10.254
[admin@MikroTik] ip route> print
Flags: X - disabled, I - invalid, D - dynamic, J - rejected,
C - connect, S - static, r - rip, o - ospf, b - bgp

# DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 S 192.168.0.0/16 r 10.10.10.2 1 Local

r 10.10.10.254 Local
1 S 0.0.0.0/0 r 10.10.10.1 1 Public
2 DC 10.10.10.0/24 r 0.0.0.0 0 Public

[admin@MikroTik] ip route>

Routing Tables

Home menu level: /ip policy-routing

Description

Note

Routing Tables

/ip policy-routing

/ip policy-routing table name name

Property Description
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name (name) - table name

Example

main
main /ip route

[admin@MikroTik] ip policy-routing> table main
[admin@MikroTik] ip policy-routing table main> print
Flags: X - disabled, I - invalid, D - dynamic, R - rejected

# TYPE DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 static 192.168.1.0/24 r 192.168.0.50 1 Local
1 static 0.0.0.0/0 r 10.0.0.1 1 Public
2 D connect 192.168.0.0/24 r 0.0.0.0 0 Local
3 D connect 10.0.0.0/24 r 0.0.0.0 0 Public

[admin@MikroTik] ip policy-routing table main>
[admin@MikroTik] ip policy-routing table main> /ip route print
Flags: X - disabled, I - invalid, D - dynamic, J - rejected,
C - connect, S - static, R - rip, O - ospf, B - bgp

# DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 S 192.168.1.0/24 r 192.168.0.50 1 Local
1 S 0.0.0.0/0 r 10.0.0.1 1 Public
2 DC 192.168.0.0/24 r 0.0.0.0 0 Local
3 DC 10.0.0.0/24 r 0.0.0.0 0 Public

[admin@MikroTik] ip policy-routing table main>

mt

[admin@MikroTik] ip policy-routing> add name=mt
[admin@MikroTik] ip policy-routing> print
Flags: D - dynamic
# NAME
0 mt
1 D main

[admin@MikroTik] ip policy-routing>

10.5.5.0/24 10.0.0.22 mt

[admin@MikroTik] ip policy-routing> table mt
[admin@MikroTik] ip policy-routing table mt> add dst-address=10.5.5.0/24 \
\... gateway=10.0.0.22
[admin@MikroTik] ip policy-routing table mt> print
Flags: X - disabled, I - invalid, D - dynamic, R - rejected

# TYPE DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 static 10.5.5.0/24 r 10.0.0.22 1 Public

[admin@MikroTik] ip policy-routing table mt>

Policy Rules

Home menu level: /ip policy-routing rule

Property Description

src-address (IP address/mask) - source IP address/mask

dst-address (IP address/mask) - destination IP address/mask

interface (name | all; default: all) - interface name through which the packet arrives. Should be 'all'
for the rule that should match locally generated or masqueraded packets, since at the moment of
processing the routing table these packets have interface name set to loopback

flow (name; default: "") - flow mask of the packet to be mached by this rule. To add a flow, use '/ip
firewall mangle' commands
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action (drop | unreachable | lookup; default: unreachable) - action to be processed on packets
matched by this rule:

• drop - silently drop packet

• unreachable - reply that destination host is unreachable

• lookup - lookup route in given routing table

Notes

0.0.0.0

Example

mt

[admin@MikroTik] ip policy-routing rule> add src-address=10.0.0.144/32 \
\... table=mt action=lookup
[admin@MikroTik] ip policy-routing rule> print
Flags: X - disabled, I - invalid
# SRC-ADDRESS DST-ADDRESS INTE... FLOW ACTION TABLE
0 0.0.0.0/0 0.0.0.0/0 all lookup main
1 10.0.0.144/32 0.0.0.0/0 all lookup mt

[admin@MikroTik] ip policy-routing rule>

Application Examples

Standard Policy-Routing Setup

1. 1.1.1.0/24 2.2.2.0/24
0.0.0.0/0

[admin@MikroTik] ip policy-routing> add name=from_net1; add name=from_net2; add
name=rest
[admin@MikroTik] ip policy-routing> print
Flags: D - dynamic
# NAME
0 from_net1
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1 from_net2
2 rest
2 D main

[admin@MikroTik] ip policy-routing>

2.

[admin@MikroTik] ip policy-routing> table from_net1 add gateway=10.0.0.1
[admin@MikroTik] ip policy-routing> table from_net2 add gateway=10.0.0.2
[admin@MikroTik] ip policy-routing> table rest add gateway=10.0.0.254
[admin@MikroTik] ip policy-routing> table from_net1 print
Flags: X - disabled, I - invalid, D - dynamic, R - rejected
# TYPE DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 static 0.0.0.0/0 u 10.0.0.1 1 Public

[admin@MikroTik] ip policy-routing>
[admin@MikroTik] ip policy-routing> table from_net2 print
Flags: X - disabled, I - invalid, D - dynamic, R - rejected
# TYPE DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 static 0.0.0.0/0 u 10.0.0.2 1 Public

[admin@MikroTik] ip policy-routing>
[admin@MikroTik] ip policy-routing> table rest print
Flags: X - disabled, I - invalid, D - dynamic, R - rejected
# TYPE DST-ADDRESS G GATEWAY DISTANCE INTERFACE
0 static 0.0.0.0/0 u 10.0.0.254 1 Public

[admin@MikroTik] ip policy-routing>

3.

[admin@MikroTik] ip policy-routing> rule
[admin@MikroTik] ip policy-routing rule> print
Flags: X - disabled, I - invalid

# SRC-ADDRESS DST-ADDRESS INT... FLOW ACTION
0 0.0.0.0/0 0.0.0.0/0 all lookup

[admin@MikroTik] ip policy-routing rule> add src-address=1.1.1.0/24 \
\... action=lookup table=from_net1
[admin@MikroTik] ip policy-routing rule> add src-address=2.2.2.0/24 \
\... action=lookup table=from_net2
[admin@MikroTik] ip policy-routing rule> add src-address=0.0.0.0/0 \
\... action=lookup table=rest
[admin@MikroTik] ip policy-routing rule> print
Flags: X - disabled, I - invalid
# SRC-ADDRESS DST-ADDRESS INTERFACE FLOW ACTION
0 0.0.0.0/0 0.0.0.0/0 all lookup
1 1.1.1.0/24 0.0.0.0/0 all lookup
2 2.2.2.0/24 0.0.0.0/0 all lookup
3 0.0.0.0/0 0.0.0.0/0 all lookup

[admin@MikroTik] ip policy-routing rule>

1.1.1.0/24
10.0.0.1 2.2.2.0/24 10.0.0.2

0.0.0.0/0
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