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Summary

•

•

•

•

• dhcp-pool

• enabled-address

•

•

•

•
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•

Specifications

Packages required: hotspot, dhcp (optional)
License required: level1 (Limited to 1 active user), level3 (Limited to 1 active user), level4
(Limited to 200 active users), level5 (Limited to 500 active users), level6
Home menu level: /ip hotspot
Standards and Technologies: ICMP, DHCP
Hardware usage: Not significant

Related Documents

•

•

•

•

•

•

•

•

•

Description

1.

2.

dhcp-pool

Note

dhcp-pool reply-only
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Note
dhcp-pool

Introduction to HotSpot

dhcp-pool enabled-address
enabled-address

dhcp-pool

The Initial Contact

Walled Garden

Note
hotspot

web-proxy

Authentication
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Customizing HotSpot servlet

Authorization

enabled-address

enabled-address
dhcp-pool

Address assignment with dhcp-pool login method

dhcp-pool
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Accounting

hotspot

Question&Answer-Based Setup

Command name: /ip hotspot setup

Questions

address pool of hotspot network (name) - IP address pool for the HotSpot network

address pool of temporary network (name) - IP address pool the for temporary HotSpot network

another port for service (integer; default: 4430) - if there is already a service on the 443 TCP port,
setup will move that service on an another port, so that HotSpot secure authentication page would
be on standard port for SSL

another port for service (integer; default: 8081) - another port for www service (so that hotspot
service could be put on port 80)

dns name (text) - DNS domain name of the HotSpot gateway

dns servers (IP address | IP address) - DNS servers for HotSpot clients

enable universal client (yes | no; default: no) - whether to enable Universal Client on the HotSpot
interface

hotspot interface (name) - interface to run HotSpot on

import and setup certificate (yes | no; default: yes) - if the setup should try to import and set up a
certificate

interface already configured (yes | no; default: no) - whether to add hotspot authentication for the
existing interface setup or otherwise interface setup should be configured from the scratch

ip address of smtp server (IP address; default: 0.0.0.0) - IP address of the SMTP server to redirect
SMTP requests (TCP port 25) to

• 0.0.0.0 - no redirect

local address of hotspot network (IP address; default: 10.5.50.1/24) - HotSpot address for the
interface

local address of temporary network (IP address; default: 192.168.0.1/24) - temporary HotSpot
address for the interface (for dhcp-pool method)

login method (dhcp-pool | enabled-address | smart; default: enabled-address) - login method to
use

masquerade hotspot network (yes | no; default: yes) - whether to masquerade the HotSpot
network
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masquerade temporary network (yes | no; default: yes) - whether to masquerade the temporary
network

name of local hotspot user (text; default: admin) - username of one automatically created user

passphrase (text) - the passphrase of the certificate

password for the user (text) - password for the automatically created user

select certificate (name) - which certificate to use

use local dns cache (yes | no) - whether to redirect all DNS requests (UDP port 53) to the local
DNS cache

use ssl (yes | no; default: no) - whether to use secure SSL authentication

use transparent web proxy (yes | no; default: no) - whether to use transparent web proxy for
hotspot clients

Notes

enabled-address

Example

[admin@MikroTik] ip hotspot> setup
Select interface to run HotSpot on

hotspot interface: ether1
Use SSL authentication?

use ssl: no
Add hotspot authentication for existing interface setup?

interface already configured: yes
Create local hotspot user

name of local hotspot user: admin
password for the user: rubbish
Use transparent web proxy for hotspot clients?

use transparent web proxy: yes
[admin@MikroTik] ip hotspot>

HotSpot Gateway Setup

Home menu level: /ip hotspot

Property Description

allow-unencrypted-passwords (yes | no; default: no) - whether to authenticate user if plain-text

Page 7 of 30
Copyright 1999-2006, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.

Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



password is received

auth-http-cookie (yes | no; default: no) - defines whether HTTP authentication by cookie is
enabled

auth-mac (yes | no; default: no) - defines whether authentication by Ethernet MAC address is
enabled

auth-mac-password (yes | no; default: no) - use MAC address as a password if MAC authorization
is enabled

auth-requires-mac (yes | no; default: yes) - whether to require client's IP address to resolve to
MAC address (i.e. whether to require that all the clients are in the same Ethernet-like network (as
opposed to IP network, Ethernet-like network is bounded by routers) as the HotSpot gateway)

dns-name (text) - DNS name of the HotSpot server

hotspot-address (IP address; default: 0.0.0.0) - IP address for HotSpot service (used for www
access)

http-cookie-lifetime (time; default: 1d) - validity time of HTTP cookies

login-mac-universal (yes | no; default: no) - whether to log in every host of Universal client
instantly in case it has its MAC address listed in HotSpot user list

parent-proxy (IP address; default: 0.0.0.0) - the address of the proxy server the HotSpot service
will use as a parent proxy

split-user-domain (yes | no; default: no) - whether to split username from domain name when the
username is given in "user@domain" or in "domain\user" format

status-autorefresh (time; default: 1m) - WWW status page autorefresh time

universal-proxy (yes | no; default: no) - whether to intercept the requests to HTTP proxy servers

use-ssl (yes | no; default: no) - whether the servlet allows only HTTPS:
• yes - the registration may only occur using the Secure HTTP (HTTPS) protocol

• no - the registration may be accomplished using both HTTP and HTTPS protocols

Command Description

reset-html - overwrite the existing HotSpot servlet with the original HTML files. It is used if you
have changed the servlet and it is not working after that.

Notes

dns-name hotspot-address hotspot-address

auth-mac

login-mac-universal

universal-proxy
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allow-unencrypted-passwords

/login?user=username&password=password

allow-unencrypted-password=yes %main% login.html

auth-requires-mac

Example

[admin@MikroTik] ip hotspot> set auth-http-cookie=yes
[admin@MikroTik] ip hotspot> print

use-ssl: no
hotspot-address: 0.0.0.0

dns-name: ""
status-autorefresh: 1m

universal-proxy: no
parent-proxy: 0.0.0.0:0

auth-requires-mac: yes
auth-mac: no

auth-mac-password: no
auth-http-cookie: yes

http-cookie-lifetime: 1d
allow-unencrypted-passwords: no

login-mac-universal: no
split-user-domain: no

[admin@MikroTik] ip hotspot>

HotSpot User Profiles

Home menu level: /ip hotspot profile

Description

Property Description

idle-timeout (time; default: 0s) - idle timeout (maximal period of inactivity) for client
• 0 - no timeout

incoming-filter (name) - name of the firewall chain applied to incoming packets
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keepalive-timeout (time; default: 2m) - keepalive timeout for client
• 0 - no timeout

login-method - the login method user will be using
• dhcp-pool - login by changing IP address via DHCP server

• enabled-address - login by enabling access for client's existing IP address

• smart - choose best login method for each case

mark-flow (name) - traffic from authorized users will be marked by firewall mangle with this flow
name

name (name) - profile reference name

outgoing-filter (name) - name of the firewall chain applied to outgoing packets

rx-bit-rate (integer; default: 0) - receive bitrate (for users it is upload bitrate)
• 0 - no limitation

session-timeout (time; default: 0s) - session timeout (maximal session time) for client
• 0 - no timeout

shared-users (integer; default: 1) - maximal number of simultaneously logged in users with the
same username

tx-bit-rate (integer; default: 0) - transmit bitrate (for users it is download bitrate)
• 0 - no limitation

Notes

enabled-address mark-flow dhcp-pool dhcp

idle-timeout
keepalive-timeout

session-timeout

smart login-method

•
/ip hotspot user

dhcp-pool

• mark-flow enabled-address

• dhcp-pool

•

Example

enabled-address logged-in
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[admin@MikroTik] ip hotspot profile> set default login-method=enabled-address \
\... mark-flow=logged-in keepalive-timeout=1m
[admin@MikroTik] ip hotspot profile> print
Flags: * - default

0 * name="default" session-timeout=0s idle-timeout=0s only-one=yes
tx-bit-rate=0 rx-bit-rate=0 incoming-filter="" outgoing-filter=""
mark-flow="logged-in" login-method=enabled-address keepalive-timeout=1m

[admin@MikroTik] ip hotspot profile>

limited

[admin@MikroTik] ip hotspot profile> add copy-from=default tx-bit-rate=65536 \
\... rx-bit-rate=32768 name=limited
[admin@MikroTik] ip hotspot profile> print
Flags: * - default

0 * name="default" session-timeout=0s idle-timeout=0s only-one=yes
tx-bit-rate=0 rx-bit-rate=0 incoming-filter="" outgoing-filter=""
mark-flow="logged-in" login-method=enabled-address keepalive-timeout=1m

1 name="limited" session-timeout=0s idle-timeout=0s only-one=yes
tx-bit-rate=65536 rx-bit-rate=32768 incoming-filter=""
outgoing-filter="" mark-flow="logged-in" login-method=enabled-address
keepalive-timeout=1m

[admin@MikroTik] ip hotspot profile>

HotSpot Users

Home menu level: /ip hotspot user

Property Description

address (IP address; default: 0.0.0.0) - static IP address. If not 0.0.0.0, client will always get the
same IP address. It implies, that only one simultaneous login for that user is allowed

bytes-in (read-only: integer) - total amount of bytes received from user

bytes-out (read-only: integer) - total amount of bytes sent to user

limit-bytes-in (integer; default: 0) - maximum amount of bytes user can transmit
• 0 - no limit

limit-bytes-out (integer; default: 0) - maximum amount of bytes user can receive
• 0 - no limit

limit-uptime (time; default: 0s) - total uptime limit for user (pre-paid time)
• 0s - no limit

mac-address (MAC address; default: 00:00:00:00:00:00) - static MAC address. If not
00:00:00:00:00:00, client is allowed to login only from that MAC address

name (name) - user name

packets-in (read-only: integer) - total amount of packets received from user

packets-out (read-only: integer) - total amount of packets sent to user

password (text) - user password
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profile (name; default: default) - user profile

routes (text) - routes that are to be registered on the HotSpot gateway when the client is connected.
The route format is: "dst-address gateway metric" (for example, "10.1.0.0/24 10.0.0.1 1"). Several
routes may be specified separated with commas

uptime (read-only: time) - total time user has been logged in

Notes

auth-mac
auth-mac-password no

address dhcp-pool
enabled-address

/ip hotspot active

/ip hotspot active

/ip
hotspot active

Example

[admin@MikroTik] ip hotspot user> add name=Ex password=Ex \
\... mac-address=01:23:45:67:89:AB limit-uptime=1h
[admin@MikroTik] ip hotspot user> print
Flags: X - disabled
# NAME ADDRESS MAC-ADDRESS PROFILE UPTIME
0 Ex 0.0.0.0 01:23:45:67:89:AB default 0s

[admin@MikroTik] ip hotspot user> print detail
Flags: X - disabled
0 name="Ex" password="Ex" address=0.0.0.0 mac-address=01:23:45:67:89:AB

profile=default routes="" limit-uptime=1h limit-bytes-in=0
limit-bytes-out=0 uptime=0s bytes-in=0 bytes-out=0 packets-in=0
packets-out=0

[admin@MikroTik] ip hotspot user>

HotSpot Active Users

Page 12 of 30
Copyright 1999-2006, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.

Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Home menu level: /ip hotspot active

Description

remove

Property Description

address (read-only: IP address) - IP address of the user

bytes-in (read-only: integer) - how many bytes did the router receive from the client

bytes-out (read-only: integer) - how many bytes did the router send to the client

domain (read-only: text) - domain of the user (if split from username)

idle-timeout (read-only: time) - how much idle time it is left for the user until he/she will be
automatically logged out

keepalive-lost (read-only: time) - how much time past since last packed from the client has been
received

packets-in (read-only: integer) - how many packets did the router receive from the client

packets-out (read-only: integer) - how many packets did the router send to the client

session-timeout (read-only: time) - how much time is left for the user until he/she will be
automatically logged out

uptime (read-only: time) - current session time (logged in time) of the user

user (read-only: name) - name of the user

Example

[admin@MikroTik] ip hotspot active> print
Flags: R - radius, H - DHCP

# USER ADDRESS UPTIME SESSION-TIMEOUT IDLE-TIMEOUT
0 Ex 10.0.0.144 4m17s 55m43s

[admin@MikroTik] ip hotspot active>

HotSpot Remote AAA

Home menu level: /ip hotspot aaa

Property Description

accounting (yes | no; default: yes) - whether RADIUS accounting should be used (have no effect if
RADIUS is not used)

interim-update (time; default: 0s) - Interim-Update time interval
• 0s - do not send accounting updates

use-radius (yes | no; default: no) - whether user database in a RADIUS server should be consulted
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Notes

interim-update

Example

[admin@MikroTik] ip hotspot aaa> set use-radius=yes
[admin@MikroTik] ip hotspot aaa> print

use-radius: yes
accounting: yes

interim-update: 0s
[admin@MikroTik] ip hotspot aaa>

HotSpot Server Settings

Home menu level: /ip hotspot server

Description

Property Description

address-pool (name) - IP pool name, from which a HotSpot client will get an IP address if it is not
given a static IP address

dhcp-server (name) - DHCP server with which to use this profile

lease-time (time; default: 1m) - DHCP lease time for logged in user

login-delay (time; default: 10s) - Time required to log user in. The after-login page is displayed for
this time. This time should be approximately the same as the lease-time for the temporary address
lease

name (name) - server profile name

Notes

enabled-address
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/ip dhcp network

Example

dhcp1 hotspot-dhcp
hotspot

[admin@MikroTik] ip hotspot server> add name=dhcp1 dhcp-server=hotspot-dhcp \
\... address-pool=hotspot
[admin@MikroTik] ip hotspot server> print

# NAME DHCP-SERVER ADDRESS-POOL LOGIN-DELAY LEASE-TIME
0 dhcp1 hotspot-dhcp hotspot 10s 1m

[admin@MikroTik] ip hotspot server>

HotSpot Cookies

Home menu level: /ip hotspot cookie

Description

Property Description

domain (read-only: text) - domain name (if split from username)

expires-in (read-only: time) - how long the cookie is valid

mac-address (read-only: MAC address) - user's MAC address

user (read-only: name) - username

Notes

1

/ip hotspot set http-cookie-lifetime=3d

Example

[admin@MikroTik] ip hotspot cookie> print
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# USER DOMAIN MAC-ADDRESS EXPIRES-IN
0 Ex 01:23:45:67:89:AB 23h54m16s

[admin@MikroTik] ip hotspot cookie>

Walled Garden

Home menu level: /ip hotspot walled-garden

Description

Property Description

action (allow | deny; default: allow) - action to undertake if a packet matches the rule:
• allow - allow the access to the page without prior authorization

• deny - the authorization is required to access this page

dst-host (text; default: "") - domain name of the destination web server (this is regular expression)

dst-port (integer; default: "") - the TCP port a client has send the request to

path (text; default: "") - the path of the request (this is regular expression)

Notes

exempli gratia

/ip firewall mangle add dst-address=159.148.108.1/32 mark-flow=hs-auth

Example

www.example.com /paynow.html

[admin@MikroTik] ip hotspot walled-garden> add path="^/paynow\\.html$" \
\... dst-host="^www\\.example\\.com$"
[admin@MikroTik] ip hotspot walled-garden> print
Flags: X - disabled
# DST-HOST DST-PORT PATH ACTION
0 ^www\.example\.com$ ^/paynow\.html$ allow
[admin@MikroTik] ip hotspot walled-garden>

• \\ \

• \. .

• ^
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• $

Customizing HotSpot Servlet

Description

Servlet Pages

1.

•

•

• rlogin.html
rlogin.html redirect.html

2.

• rstatus.html rstatus.html redirect.html

• rlogin.html rlogin.html redirect.html

3.

• alogin.html
alogin.html redirect.html

• login.html

• flogin.html
flogin.html login.html

• error.html

4.

• status.html

• fstatus.html fstatus.html redirect.html

5.

• logout.html
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• flogout.html flogout.html redirect.html

Note

• hotspot

•

•

<a href="%link-login%">login</a>

Variables

•
• hostname - DNS name or IP address (if DNS name is not given) of the HotSpot Servlet

("hotspot.example.net")

• identity - RouterOS identity name ("MikroTik")

• ip - IP address of the client ("10.5.50.2")

• link-logout - link to logout page ("http://10.5.50.1/logout")

• link-login - link to login page including original URL requested
("http://10.5.50.1/login?dst=http://www.example.com/")

• link-status - link to status page ("http://10.5.50.1/status")

• link-orig - original URL requested ("http://www.example.com/")

• session-id - value of 'session-id' parameter in the last request

• var - value of 'var' parameter in the last request

•
• link-redirect - page to which redirect has to be done (for example,

"http://www.example.com/")
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•
• mac - MAC address ("01:23:45:67:89:AB"; if unknown, then contains "---")

• error - error message, if previous login failed ("invalid username or password")

• input-user - name and value of username input field ("name=user value=john")

• input-password - name of password input field ("name=password")

• input-popup - name and value of pop-up input field ("name=popup checked")

• form-input - name of input form and login JavaScript for password encoding ("name=login
onSubmit=...")

• main - MD5 encryption JavaScript and form for encrypted password

• user - value of username input field ("john")

• domain - value of domain ("example")

• popup - whether to pop-up checkbox ("true" or "false")

• chap-id - value of chap ID ("\371")

• chap-challenge - value of chap challenge
("\357\015\330\013\021\234\145\245\303\253\142\246\133\175\375\316")

•
• link-redirect - page to which redirect has to be done ("http://www.example.com/")

• login-time - time in seconds after which redirect has to be done ("9")

• popup - if alogin.html should pop-up status page in new window ("true" or "false")

•
• username - name ("john")

• ip - IP address ("192.168.0.222")

• mac - MAC address ("01:23:45:67:89:AB")

• uptime - session uptime ("10h2m33s")

• session-timeout - session timeout left for the user ("5h" or "---" if none)

• session-valid-till - date and time when session will expire ("Sep/21/2003 16:12:33" or "---" if
there is no session-timeout)

• idle-timeout - idle timeout ("20m" or "---" if none)

• bytes-in - number of bytes received from the user ("15423")

• bytes-out - number of bytes sent to the user ("11352")

• packets-in - number of packets received from the user ("251")

• packets-out - number of packets sent to the user ("211")

• uptime-secs - uptime in seconds ("125")

• session-timeout-secs - session timeout in seconds ("3475" or "" if there is such timeout)

• idle-timeout-secs - idle timeout in seconds ("88" or "" if there is such timeout)

• limit-bytes-in - byte limit for send ("1000000" or "---" if there is no limit)

• limit-bytes-out - byte limit for receive ("1000000" or "---" if there is no limit)

• remain-bytes-in - remaining bytes until limit-bytes-in will be reached ("337465" or "---" if
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there is no limit)

• remain-bytes-out - remaining bytes until limit-bytes-out will be reached ("124455" or "---" if
there is no limit)

•
• username - name ("john")

• ip - IP address ("192.168.0.222")

• mac - MAC address ("01:23:45:67:89:AB")

• uptime - session uptime ("10h2m33s")

• session-timeout - session timeout left for the user ("5h" or "---" if none)

• session-valid-till - date and time when session will expire ("Sep/21/2003 16:12:33" or "---" if
there is no session-timeout)

• idle-timeout - idle timeout ("20m" or "---" if none)

• bytes-in - number of bytes received from the user ("15423")

• bytes-out - number of bytes sent to the user ("11352")

• packets-in - number of packets received from the user ("251")

• packets-out - number of packets sent to the user ("211")

• refresh-time - time in seconds after which to automatically refresh status page ("90s")

• refresh-time-str - more friendly representation of refresh-time ("1m30s")

• uptime-secs - uptime in seconds ("125")

• session-timeout-secs - session timeout in seconds ("3475" or "" if there is such timeout)

• idle-timeout-secs - idle timeout in seconds ("88" or "" if there is such timeout)

• limit-bytes-in - byte limit for send ("1000000" or "---" if there is no limit)

• limit-bytes-out - byte limit for receive ("1000000" or "---" if there is no limit)

• remain-bytes-in - remaining bytes until limit-bytes-in will be reached ("337465" or "---" if
there is no limit)

• remain-bytes-out - remaining bytes until limit-bytes-out will be reached ("124455" or "---" if
there is no limit)

•
• error - error message ("DHCP lease not found")

Notes

main
form-input

allow-unencrypted-password yes
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main

main

Example

•

<input type="text" %input-user%>

<input type="hidden" name="user" value="hsuser">

hsuser

•

<input type="password" %input-password%>

<input type="hidden" name="password" value="hspass">

hspass

•

https://www.server.serv/register.html?mac=XX:XX:XX:XX:XX:XX

https://www.server.serv/register.html?mac=%mac%

•

if ('%popup%' == 'true') newWindow();

open('http://your.web.server/your-banner-page.html', 'my-banner-name','');
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•

<input type="hidden" name="dst" value="%link-orig%">

<input type="hidden" name="dst" value="http://your.web.server">

•

location.href = '%link-redirect%';

location.href = 'http://your.web.server';

<td align="center" valign="bottom" height="50px">If still nothing happens, press <a
href="%link-redirect%">here</a></td>

<td align="center" valign="bottom" height="50px">If still nothing happens, press <a
href="http://your.web.server">here</a></td>

•

•

<html> <title>...</title> <body> <form name="redirect"

action="https://auth.example.com/login.php" method="post"> <input type="hidden"

name="mac" value="%mac%"> <input type="hidden" name="ip" value="%ip%"> <input

type="hidden" name="user" value="%user%"> <input type="hidden" name="link-login"

value="%link-login%"> <input type="hidden" name="link-orig" value="%link-orig%">

<input type="hidden" name="error" value="%error%"> </form> <script

language="JavaScript"> <!-- document.redirect.submit(); //--> </script> </body>

</html>

•

<html> <title>Hotspot login page</title> <body> <form name="login"

action="https://hotspot.example.com/login" method="post"> <input type="text"

name="user" value="demo"> <input type="password" name="password" value="none">

<input type="hidden" name="domain" value=""> <input type="hidden" name="dst"

Page 22 of 30
Copyright 1999-2006, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.

Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



value="http://www.mikrotik.com/"> <input type="submit" name="login" value="log in">

</form> </body> </html>

•

•

Possible Error Messages

Description

• You are not logged in - trying to access the status page or log off while not logged in.
Solution: log in

• IP <your_ip_address> is already logged in - trying to log in while somebody from this IP
address has already been logged in. Solution: you should not log in twice

• no chap - trying to log in using MD5 hash, but HotSpot server does not know the challenge
used for the hash (this is may happen if you use BACK buttons in browser). Solution: instruct
browsers to reload (refresh) the login page

• invalid username: this MAC address is not yours - trying to log in using a MAC address
username different from the actual user's MAC address. Solution: no - users with usernames
that look like a MAC address may only log in from the MAC address specified as their user
name

• current license allows only <num> sessions - Solution: try to log in later when there will be
less concurrent user sessions, or buy an another license that allows more simultaneous sessions

• hotspot service is shutting down - RouterOS is currently being restarted or shut down.
Solution: wait until the service will be available again

• unknown MAC address for <your_ip_address> - trying to log in from a remote MAC
network (i.e. there is a router between the client and the HotSpot gateway). Cause: if
auth-requires-mac parameter is enabled, users can only log in from the same MAC network the
HotSpot router belongs to. Solution: disable the auth-requires-mac parameter

• can't get IP: no IP pool - DHCP-pool login method is chosen for this user, but no IP pool is
specified. Solution: make sure that an IP pool is specified in /ip hotspot server submenu

• no address from ip pool - unable to get an IP address from an IP pool. Solution: make sure
there is a sufficient amount of free IP addresses in IP pool

• IP <your_ip_address> from pool is already logged in - somebody is already logged in using
the address should be given by DHCP server (in DHCP-pool login method) to the current user.
Solution: do not specify static IP addresses from the range that belongs to an IP pool that
HotSpot is using to dynamically give out IP addresses
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• unable to determine IP address of the client - The client's IP address is the same the HotSpot
router has. Cause: this happen if a user is using a local SOCKS proxy server to access the
HotSpot gateway. Solution: do not use local SOCKS proxy to access the HotSpot page. You
may use a local HTTP proxy server without any troubles

• invalid license - report this error to MikroTik

• unencrypted passwords are not accepted - received an unencrypted password. Solution:
either use a browser that supports JavaScript (all modern browsers) or set
allow-unencrypted-passwords parameter to yes

• invalid username or password - self-explanatory

• invalid mac address - trying to log in from a MAC address different from specified in user
database. Solution: log in from the correct MAC address or take out the limitation

• your uptime limit is reached - self-explanatory

• your traffic limit is reached - either limit-bytes-in or limit-bytes-out limit is reached

• no more sessions are allowed for user - the shared-users limit for the user's profile is reached.
Solution: wait until someone with this username logs out, use different login name or extend the
shared-users limit

• invalid username or password - RADIUS server has rejected the username and password sent
to it without specifying a reason. Cause: either wrong username and/or password, or other error.
Solution: should be clarified in RADIUS server's log files

• <error_message_sent_by_radius_server> - this may be any message (any text string) sent
back by RADIUS server. Consult with your RADIUS server's documentation for further
information

• RADIUS server is not responding - self-explanatory. Solution: check whether the RADIUS
server is running and is reachable from the HotSpot router

• invalid response from RADIUS server - the RADIUS server has sent incorrect response
(neither accept nor reject). Solution: make sure the RADIUS server sends only accept or reject
responses to authentication requests

Application Examples

Description

prism1

•

•
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•

•

•

•

•

•

Example

1. ether1

2. prism1

3. reply-only prism1

/interface prism set prism1 arp=reply-only

4. prism1

/ip address add address=192.168.0.1/24 interface=prism1 \
comment="hotspot temporary network"

/ip address add address=10.5.50.1/24 interface=prism1 \
comment="hotspot real network"

5.

/ip pool add name=hs-pool-temp ranges=192.168.0.2-192.168.0.254
/ip pool add name=hs-pool-real ranges=10.5.50.2-10.5.50.254

6.

/ip firewall src-nat add src-address=192.168.0.0/24 action=masquerade \
comment="masquerade hotspot temporary network"

7.

/ip dhcp-server add name="hs-dhcp-server" interface=prism1 lease-time=14s \
address-pool=hs-pool-temp add-arp=yes disabled=no

/ip dhcp-server network add address=192.168.0.0/24 gateway=192.168.0.1 \
dns-server=159.148.60.2,159.148.108.1 domain="example.com"
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8.

/ip hotspot server add name=hs-server dhcp-server=hs-dhcp-server \
address-pool=hs-pool-real

/ip dhcp-server network add address=10.5.50.0/24 gateway=10.5.50.1 \
dns-server=159.148.60.2,159.148.108.1 domain="example.com"

9.

/ip hotspot user add name=Ex password=Ex

10.

/ip service set www port=8081
/ip service set hotspot port=80

Note!

11.

/ip firewall dst-nat add src-address=192.168.0.0/24 dst-port=443 protocol=tcp \
action=redirect to-dst-port=443\
comment="redirect unauthorized hotspot clients to hotspot service"

/ip firewall dst-nat add src-address=192.168.0.0/24 protocol=tcp \
action=redirect to-dst-port=80 \
comment="redirect unauthorized hotspot clients to hotspot service"

12.

/ip firewall add name=hotspot-temp comment="limit unauthorized hotspot clients"

/ip firewall rule forward add src-address=192.168.0.0/24 action=jump \
jump-target=hotspot-temp comment="limit access for unauthorized hotspot clients"

/ip firewall rule input add src-address=192.168.0.0/24 dst-port=80 \
protocol=tcp action=accept comment="accept requests for hotspot servlet"
/ip firewall rule input add src-address=192.168.0.0/24 dst-port=443 \
protocol=tcp action=accept comment="accept request for hotspot servlet"
/ip firewall rule input add src-address=192.168.0.0/24 dst-port=67 \
protocol=udp action=accept comment="accept requests for local DHCP server"
/ip firewall rule input add src-address=192.168.0.0/24 action=jump \
jump-target=hotspot-temp comment="limit access for unauthorized hotspot clients"

/ip firewall rule hotspot-temp add protocol=icmp action=return \
comment="allow ping requests"

/ip firewall rule hotspot-temp add protocol=udp dst-port=53 action=return \
comment="allow dns requests"

/ip firewall rule hotspot-temp add action=reject \
comment="reject access for unauthorized hotspot clients"

13.

/ip firewall add name=hotspot comment="account authorized hotspot clients"
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14.

/ip firewall rule forward add action=jump jump-target=hotspot \
comment="account traffic for authorized hotspot clients"

Note

Application Examples

Description

prism1

Example

1.

/ip service set www port=8081
/ip service set hotspot port=80

Note!

2.

/ip hotspot profile set default mark-flow="hs-auth" login-method=enabled-address

3.

/ip hotspot user add name=Ex password=Ex

4.

/ip firewall dst-nat add in-interface="prism1" flow="!hs-auth" protocol=tcp \
dst-port=443 action=redirect to-dst-port=443 \
comment="redirect unauthorized hotspot clients to hotspot service"

/ip firewall dst-nat add in-interface="prism1" flow="!hs-auth" protocol=tcp \
action=redirect to-dst-port=80 \
comment="redirect unauthorized clients to hotspot service"

5.

Page 27 of 30
Copyright 1999-2006, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.

Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



/ip firewall add name=hotspot-temp comment="limit unauthorized hotspot clients"

/ip firewall rule forward add in-interface=prism1 action=jump \
jump-target=hotspot-temp comment="limit access for unauthorized hotspot clients"

/ip firewall rule input add in-interface=prism1 dst-port=80 protocol=tcp \
action=accept comment="accept requests for hotspot servlet"
/ip firewall rule input add in-interface=prism1 dst-port=443 protocol=tcp \
action=accept comment="accept request for hotspot servlet"
/ip firewall rule input add in-interface=prism1 dst-port=67 protocol=udp \
protocol=udp action=accept comment="accept requests for local DHCP server"
/ip firewall rule input add in-interface=prism1 action=jump \
jump-target=hotspot-temp comment="limit access for unauthorized hotspot clients"

/ip firewall rule hotspot-temp add flow="hs-auth" action=return \
comment="return if connection is authorized"

/ip firewall rule hotspot-temp add protocol=icmp action=return \
comment="allow ping requests"

/ip firewall rule hotspot-temp add protocol=udp dst-port=53 action=return \
comment="allow dns requests"

/ip firewall rule hotspot-temp add action=reject \
comment="reject access for unauthorized clients"

6.

/ip firewall add name=hotspot comment="account authorized hotspot clients"

7.

/ip firewall rule forward add action=jump jump-target=hotspot \
comment="account traffic for authorized hotspot clients"

Note

prism2

•

/ip firewall dst-nat add in-interface="prism2" flow="!hs-auth" protocol=tcp \
dst-potr=443 action=redirect to-dst-port=443 \
comment="redirect unauthorized prism2 clients to hotspot service"

/ip firewall dst-nat add in-interface="prism2" flow="!hs-auth" protocol=tcp \
action=redirect to-dst-port=80 \
comment="redirect unauthorized prism2 clients to hotspot service"

• prism2

/ip firewall rule forward add in-interface=prism2 action=jump \
jump-target=hotspot-temp comment="limit access for unauthorized prism2 clients"
/ip firewall rule input add in-interface=prism2 action=jump \
jump-target=hotspot-temp comment="limit access for unauthorized prism2 clients"
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Optional Settings

•
proxy-arp

•

10.5.6.100
10.5.50.0/24

/ip firewall dst-nat add src-address=10.5.50.0/24 dst-port=25 protocol=tcp \
to-dst-address=10.5.6.100 action=nat \
comment="Translate SMTP TCP 25 port to our mail server"

•
http://hotspot.example.com

[admin@MikroTik] ip hotspot walled-garden> add \
\... dst-host="^hotspot\\.example\\.com$"
[admin@MikroTik] ip hotspot walled-garden> print
Flags: X - disabled
# DST-HOST DST-PORT PATH ACTION
0 ^hotspot\.example\.com$ allow

[admin@MikroTik] ip hotspot walled-garden>

•

1. web-proxy

2.
prism1

3.

/ip hotspot set hotspot-address=10.5.50.1

4.

/ip web-proxy set enabled=yes src-address=10.5.50.1:3128 transparent-proxy=yes

5.

/ip hotspot set parent-proxy=10.5.50.1:3128

6.

/ip firewall dst-nat add in-interface=prism1 dst-address=!10.5.50.1/32 \
dst-port=80 protocol=tcp action=redirect
to-dst-port=8088 comment="transparent proxy"

Page 29 of 30
Copyright 1999-2006, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.

Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



7.

/ip firewall rule input add in-interface=prism1 dst-port=3128 \
protocol=tcp action=jump jump-target=hotspot \
comment="account traffic from hotspot client to local web-proxy"

/ip firewall rule output add src-port=3128 protocol=tcp \
out-interface=prism1 action=jump jump-target=hotspot \
comment="account traffic from local web-proxy to hotspot client"

•
shared-users

/ip hotspot profile set default shared-users=10

•
159.148.60.2

/ip dns set primary-dns=159.148.60.2
/ip dns set allow-remote-requests=yes
/ip firewall dst-nat add protocol=udp dst-port=53 action=redirect \
comment="intercept all DNS requests"
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